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Permission based security

The security mechanism to allow Operators (staff members) access to various functions with the
SPMi or PHMi application is based on the Operator's membership of Roles. The Roles are defined by
your business functions and each Role can be configured to have access to the menu items and
toolbar buttons in the application and for a specific User (Provider). When an Operator is assigned to
a Role they will inherit the permissions allocated to the Role.

Operators can be given access rights to a function when performing work for one Provider (A), but
restricted from the same function when performing work for another Provider (B).

A good example for this is where the secretary of a specialist may have full access to areas relating to
their practice — the Secretary role - but for another specialist they may only have the restricted rights
of the Receptionist role.

Example of menu restrictions

Operator A as Operator A as
Secretary for Provider A Receptionist for Provider B
Dffice Office
Banking Banking
Invoices Invoices
Receipts Receipts
Schedules Schedules
Unrelated Letters Unrelated Letters
Cashbook Cashbook
Expenses EXpenses
Recalls Recalls
Cost Centres Cost Centres
Mewr Editr Delete | Label Mewr Editr Delete | Label

An Operator can be a member of more than one Role.

Operator Functional Role
James Specialist

Jane Practice Manager
Lynette Secretary

Kath Receptionist

Temp Assistant
Banking - advance
Cashbook

= Receipt - delete

Some menu items are always available to the Operator, such as the ability to change their password
and other Operator settings, and will over-ride any permissions assigned to their Roles.

This method of securing access rights to the application can be configured to be as simple or as
complex as you require. At the simplest level all Operators could belong to one Role, which has
permission to all menu items and buttons. In a larger facility you may have 12-16 different types of
Roles and each Operator may be assigned membership of 2-6 of the Roles.



It gets more complex where a hospital (using PHM) also has specialist suites attached (using SPM),
as the permissions for an Operator need to be configured not just for the hospital User but also for
each specialist User.

ol Roles

Role Comment Last Changed [ HNew
PracMgr Practice Manager 29/01,/2013 e
» gReceptionist Receptionist 18/02/2013 &J
Secretary Practice Secretary 27/11/2012 Delete
Typist Practice Typist, occasionally offsite 2711,/2012 —
Admin Assistant Practice Administration Assistant 2711142012 CloneRole.. | |
Recep Mar Reception Manager 18/02/2013 |EE”“T ."
Busigr Business Manager 18/02/2013
Murse Practice Murse 27/11/2012
BookKeeper Practice Book keeper 27/11,2012
Locum Locum Orthopaedic Surgeon 27/111/2012
File Clerk Practice File Clerk 27711/2012
SysAdm SPM System Administrator 28/01/2013
Associate Associate 18/02/2013
| Cloze |

As new functions are added to the application Incisive may provide a modified menu structure. The
new menu can be imported into the program and permissions granted for the new menu items to the
various Roles.

If an Operator does not have any permissions granted to them for a whole module e.g. patient,
appointments etc., the module will not appear at all for them in the application menu. Other menu
options will be inactive and greyed-out if they do not have permission to a particular menu item.

If an Operator does not have any permissions granted to them for a Provider they will not see the
Provider in the selection list (F2) and therefore will not have any access to any of their data.

Delegating the ability to configure the menu permissions available to each Role should be restricted
to one or two selected staff with high-level responsibilities.

Access to select which Operators belong to specific Roles can be delegated to the HR or Practice
Manager role.

ol p - O X - O X
SPM SPM
SPM %701 (30.05.17 5:00 p.m.) ~ SPM 701 (30.05.17 3:00 p.m.) -]
[APatient
Appointment
Dictation
Messaging
Office
Reports [1Reports
Setup [ Setup

Undo Apply Close Undo Apply Close




Incisive have a tool to allow a standard template of Roles and Permissions to be imported into an

existing database.

For a small-medium sized specialist rooms, the following are the default Roles:

Specialist

Secretary

Receptionist

Nurse

Typist
SysAdmin

Technician

Full access to all functions.
Full access to admin functions for the Provider.

Add/Modify bookings; Add Notes and other similar patient related
clinical records; Add invoices

Access to all functions allowing them to record their care for the patient
and make appropriate appointments. Cannot view financial Reports nor
access Office. Has limited access to Setup.

Access limited to the Type Dictation function

System Administrator. Full access rights to all functions, including the
ability to set and assign access permissions.

Limited access to some Setup configuration functions only

All you need to do is assign Operators to the Roles for each Provider. You can, however, change the
default permissions and also create new Roles.

An example of the menu options available using the above permissions granted to the Nurse role.
Note the absence of some modules in the left-hand panel and also the inactive menu items.
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- HUGHES, Mr SINCLAIR (John) (37) #
£ 127 Innes Road, ST ALBANS..  NHE: GP: Dr Oneirs FLEISCHL ACCESU 3"
G m 0274333843 h: D3343fpop: 16011980  MRef.By:  Drlackieones 5
& 5|nc|a_|r@|nc|i\-\-e.c_c.nz IC: 16255 Assoc  Flintstone, Fred E
YL SEDL Y =
Severe reaction to Penicillin
~ Last: 7.03.2017 PC Nextt None ees Recall: 2017 P Wait: ne )
Motes | Mew Edit | Display Print Label | CopyTo Ge Script | Scan | Order Test
15,106 AEBICA, |~ ~
301293 File Mote
Egigg a%?ﬁr:f[) DOEL Ref. Dr Dr Hugh Peterson Age: 86
0711.00 FRESCRIPTION PMHx: 1995 TKR left
07.11.00 MEDICAL MOTE Jan 2004 - Triple heart bypass
08.11.00 APPOINTMENT | Meds: Warfarin
02.11.00 Hozpital Admizzio G&T
08.11.00 LETTER Allergies Severe reaction to Penicillin
08.11.00 LETTER i
03.11.00 APPOINTMENT |
09.11.00 LETTER
05.12.00[R] SCAMWMED DOCL
151200 LETTER 21.10.2002: | found visual acuity of picture cards, 5 metres in the right eye and picture
13.06.01 SCANMWED DOCL cards, perhaps 2 metres inthe let. Cover test was nommal for distance and near but
29.06.01 DISCHARGED cydopegic refraction found himto have significant hy permetropia
03.07.01 LETTER
3010.01 MURSING MOTE Management:
311001 DISCHARGED | have prescribed glasses for Sinclair and will arrange to see him again in a morth's time. |
0312.01 [R] LETTER suspect at that time the vision will stil be poor in the left eye and will needto be started on
12.03.02 Fiecal falchibt
12.03.02 Haspital Adrizsia
12.03.02 LETTER
09.04.02 Comment X . X
090402 ERESCRIPTION (7.11.2000: Thank you for referring this pleasant young man to me who presented with a
23.04.02 APPOINTMENT | loud clicking sound from his left knee,
16.05.02 LETTER
16.05.02 Hozpital Admizzio
16.05.02 LETTER 11.06.2002: Findings & Procedure:
1605.02 LETTER The knee was stable to examination. There was a mid synovitis. There was
16.05.02 LETTER . i 3
070,07 LETTER extensive articular cartilage damage on the undersurface of the patella. This was
10.06.02 LETTER || partialthickness and was debrided back to a stable margin with a powerad shaver.
= L O There was a 1cm square area of articular cartilage damage on the medial femoral
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You can start configuring the Roles and Permissions that will be used in the Integrated edition while
you are still using the Classic edition.



